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TENDER NOTICE

Managed Security Services Provider (MSSP)
(RFP-IITD AD-PD 26/036)

[ITD-AD seeks to appoint a Security Operations Centre as a Service (SOCaaS) provider to deliver
24x7 security monitoring, detection, triage, incident response coordination, and continuous threat

management across

its hybrid IT environment. The SOCaaS provider will operate a dedicated

service model, supported by appropriate tooling (e.g., SIEM/SOAR/EDR integration), defined
service levels, and regular reporting aligned to IITD-AD’s governance requirements.

Brief Project Scope:

Background and
Context

To strengthen information security, risk governance, and regulatory
compliance, IITD-AD intends to procure a SOC as a Service (SOCaaS)
capability to provide continuous monitoring, detection engineering, incident
handling, and security reporting, aligned to IITD-AD’s internal governance
and ISMS.

The SOCaaS provider will manage security operations end-to-end
(monitoring, detection, triage, investigation, and response coordination) and
will coordinate with the IT Managed Service Provider (MSP) and relevant
internal teams for execution of approved containment and remediation
actions, while maintaining independent reporting to the IITD-AD IT &
Security function.

Objectives

The objectives for the SOC as a Service (SOCaaS) provider include
establishing and operating a 24x7 SOC capabilty to ensure
around-the-clock monitoring and threat detection. The provider will deliver
continuous monitoring, alert triage, investigation, incident response
coordination, threat intelligence consumption, and use-case tuning to
improve detection quality over time.

Furthermore, the SOCaaS provider will support audit readiness through
comprehensive evidence management for SOC processes (e.g., incident
records, alert handling workflows, access logs, runbooks, reports) and will
provide inputs required for internal and external audits. The provider is
expected to ensure alignment with recognised standards and frameworks
such as ISO 27001, ISO 22301, NIST, and UAE NDMO where applicable to
SOC operations. To foster a secure environment, the provider will contribute
to security awareness and phishing simulation programmes (where in
scope) and promote security-by-design practices through operational
recommendations. The provider must also support data protection and
privacy compliance in accordance with UAE DPL and GDPR by
implementing appropriate data handling, access control, and data residency
measures for SOC telemetry and reporting.

Scope

The SOCaaS provider will be responsible for delivering a comprehensive
Security Operations capability spanning: 24/7 monitoring; alert triage and
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investigation; log correlation and detection engineering (via SIEM);
automation and orchestration (via SOAR where applicable); incident
escalation and response coordination; threat intelligence integration;
vulnerability and exposure monitoring (where in scope); and security
reporting and dashboards.

In addition, the SOCaaS provider will support governance and assurance
requirements relevant to SOC operations, including contribution to the ISMS
through operational procedures, maintaining incident and access records,
supporting risk assessments related to monitoring and detection controls,
and producing compliance-aligned reports and evidence packs. The
provider will also support Audit & Assurance activities by preparing SOC
artefacts for audits, collecting evidence, tracking remediation actions for
SOC findings, and supporting the closure of audit observations related to
security monitoring and incident response processes.

Finally, the SOCaaS provider will enhance organizational preparedness
through incident response drills, tabletop exercises, and continuous
improvement recommendations driven by observed threats and incidents.
Security awareness and phishing simulations may be included as
value-added or optional services, subject to the final scope and IITD-AD
requirements.
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The detailed RFP documents contain confidential information. Interested suppliers must download,
complete, sign, and submit the Non-Disclosure Agreement (NDA) as an Expression of Interest

(EOI).

EOI / NDA Submission Deadline:
Monday, 3" August 2026, 10.00AM PM (UAE Time)

Signed NDAs should be submitted to: procurement@iitdabudhabi.ac.ae
Upon receipt of a duly signed NDA, eligible suppliers will receive the complete RFP package.

Key Procurement Milestones

Milestone Major Activities Covered !Indl_catlve
iming
RFP Launch Non-Disclosure Agreement (NDA) will be Wednesday, 29th July 2026

published at IITD- AD website

Express of Interest (EOI)

Interested supplier can download the NDA and
send to
procurement@iitdabudhabi.ac.ae

Monday, 3rd August 2026
before 10.00am

RFP Documents

Issue of RFP documentation, instructions to
suppliers, and submission requirements etc.
will be shared with EOI suppliers

Monday, 3 August 2026
before COB

Clarification Period Closes

Suppliers submit technical, commercial, and
contractual clarification questions

Friday,7th August 2026
before 12.00 noon

Clarification Responses Issued

Consolidated responses shared with all suppliers

Monday, 10" August 2026
before COB

Proposal Submission Deadline

Submission of proposals in the prescribed format,
inc. separate technical & commercial Files to
procurement@iitdabudhabi.ac.ae only

Monday, 17th August
2026 before 15.00

Supplier Presentations /
Clarifications

Presentations and/or clarification sessions with
shortlisted suppliers only (if required)

Tuesday, 15t September
2026

Intent to Award

Notification of intent to award to preferred
supplier

Thursday, 10t September
2026

Target Go-Live

Commencement of steady-state services

Friday, 1t October 2026

For further information, please contact procurement@iitdabudhabi.ac.ae.
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